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CORRESPONDENCE

Utilizing loT technology in home security monitoring systems offers an effective solution to
improve energy efficiency and security by allowing users to monitor and control electronic
devices remotely via the Internet. The basic principles of a smart home include reliable
connectivity, device interoperability, stringent security and privacy, and energy efficiency. loT
communications are supported by technologies such as RFID and Wi-Fi to ensure effective
wireless data transmission. loT facilitates connecting new devices without additional
installation, using technologies such as Wi-Fi, Barcodes (QR codes), and Bluetooth for various
applications. The application of 10T in home security monitoring involves platforms such as
Blynk and web servers for remote control, with a focus on data protection and system security.
This paper compiles various research and conference-related aspects of 10T, including privacy,
educational guidelines, system characterization, innovative grid communications, bridge
monitoring, RFID authentication, Wi-Fi technology, Bluetooth communications, smart home
applications, and security systems. Topics covered include energy monitoring systems, smart
home security, earthquake detection, 10T privacy and security, automation, edge intelligence,
and Internet of Things architecture.

E-mail: rahma.fitriyan28@gmail.com

INTRODUCTION

The Internet of Things (loT) is becoming an increasingly
interesting topic of conversation in the era of Industrial
Revolution 4.0 because its concept has the potential to influence
our lifestyle and the way we work [1]. The loT can be
implemented in many aspects of human life, such as home
automation systems [2]. The home automation system works with
electronic devices connected to the Internet to be monitored or
controlled remotely [3], [4].

The energy usage monitoring and control system is part of a home
automation system that allows energy usage reports anywhere via
the Internet [5], [6]. In an era of increasing awareness of the
importance of energy efficiency and home security, developing
electrical energy monitoring systems and home security is
becoming increasingly crucial [7], [8]. On the other hand, houses
that are left empty or when the occupants are careless are
vulnerable to fire and other security risks [9]. Therefore,
sophisticated communication and information technology can be
a solution to monitor, save, and control household equipment and
activities effectively [10].

A smart home is a system that has been programmed and can
work automatically by utilizing loT technology. This system can
control various electronic devices at home, such as lights, AC,
TV, and so on [11], [12]. One of the essential features of a smart
home is the security feature. This feature can monitor the house's
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condition remotely and provide warnings if something
undesirable occurs, such as theft or fire [13]. This technology was
created to increase energy efficiency, security, comfort, and other
benefits [14]. With the increasing availability of smart devices
and widespread internet connectivity, the need for intelligent
monitoring systems in the home is becoming increasingly urgent
[15], [16].

Developing 10T smart home monitoring systems with security
features has become an international concern. Several papers
addressing this issue proposed loT-based intelligent security alert
systems for homes, including intruder detection, fire, smoke
detection, and continuous monitoring [17]. Along with
technological developments, one of the security features in fire
alarm systems has also experienced a significant increase in
capabilities in recent years [18], [19]. Fire accidents are rare, but
the impact will be huge if they happen. Therefore, this system is
expected to be able to save from fire hazards and other features
[20].

Reading 10T smart home monitoring systems with additional
security features is essential in Indonesia. These systems utilize
technology to increase security and prevent theft and delivery
[21], [22]. Smart home systems using loT platforms have been
designed to improve security safety, automate the home, and
provide remote monitoring and control [23], [24]. Using cloud-
based 10T to monitor and control electrical resources at home can
result in energy savings and cost reductions [25]. In addition,


http://ajeeet.ft.unand.ac.id/
http://jnte.ft.unand.ac.id/
http://jnte.ft.unand.ac.id/
mailto:rahma.fitriyan28@gmail.com

RAHMAWATI FITRIYAN / ANDALAS JOURNAL OF ELECTRICAL AND ELECTRONIC ENGINEERING TECHNOLOGY - VVOL. 4 No. 1 (2024) MAY-2024

home monitoring systems based on object sensors and cloud
computing can help maintain residential security, reducing the
risk of theft and trespass [26]. 10T technology allows the
implementation of advanced security systems that can be applied
to homes, buildings, and environments [27].

Technological developments have gradually experienced
significant changes in utilizing various aspects of information,
mainly thanks to advances in hardware and software [28], [29].
One example of the application of this technology is the ability to
detect earthquakes at home. This connected security system can
quickly detect earthquakes and take preventive measures using
IoT integration in the smart home concept [30]. Network-
connected sensors allow homes to send alerts and automatically
take safety measures such as closing doors and windows,
providing additional protection to residents against potential
earthquake risks [31]. With increasing awareness of the
importance of earthquake preparedness, loT-based security
innovations in smart homes provide proactive measures to protect
occupants and their assets [32].

IOT PRINCIPLES AND COMMUNICATION

10T Principle

The Internet of Things (IoT) principles revolve around the
interconnection of various physical devices or objects with
sensing, communication,  and information-processing
capabilities, enabling them to interact and share data over a
network without human intervention [33]. I0T systems usually
consist of three layers: data acquisition through sensors and
actuators, data transfer using different devices, and data analysis
through various analytical techniques [34]. Communication
capabilities are critical in turning smart devices into connected
networks, facilitating enhanced interactions between devices and
humans [35]. The loT paradigm covers sensors, information
technology, data analysis, machine learning, and security
mechanisms,  presenting technical challenges requiring
innovative solutions for successful real-life implementation [36].

Internet of Things (loT) in smart homes is a concept where
various physical devices are connected to the Internet, allowing
them to communicate and share data automatically [37]. Devices
such as bright lights, thermostats, security cameras, smart locks,
and sensors (motion, temperature, humidity) are connected via a
hub or gateway [38]. This device can be controlled and monitored
via a mobile application or dashboard and utilizes cloud services
for data storage and analysis. The basic principles of 10T in a
smart home include reliable connectivity, interoperability
between devices from various manufacturers, and strict security
and privacy to protect user data [39]. Ease of use and energy
efficiency are essential, ensuring devices are easy to install and
operate and consume as little power as possible [40]. This system
must be scalable to accommodate additional devices without
reducing performance and reliable and flexible to adapt to
technological developments and changing user needs. [41].

The advantages of smart home loT include enhanced comfort by
automating everyday tasks, improved security through real-time
monitoring, and increased energy efficiency through intelligent
control [42]. Additionally, it can lead to cost savings by
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optimizing energy use and simplifying maintenance. However,
implementing smart home loT presents challenges, such as
cybersecurity risks, device interoperability issues, high initial
costs, and reliance on stable internet connectivity [43]. Real-life
examples demonstrate the practical use of 10T in residential
settings, such as using smart thermostats to adjust the temperature
based on occupant behaviors and using innovative security
solutions utilizing cameras and sensors to safeguard homes
against intrusion [44]. The future of smart home loT appears
promising with the integration of artificial intelligence to enhance
system intelligence and the development of more sophisticated
and user-friendly devices. Efforts to standardize 10T systems are
expected to enhance interoperability among devices and
platforms, making smart homes more accessible to a broader
audience [45]. By acknowledging and addressing these
challenges, we can better leverage 10T technology to create a
safer, more comfortable, and efficient home environment [46].

loT Communication

Communication is a medium used to send and receive data from
one point to another using different methods and protocols.
Communication can be via cable or wireless. The Internet initially
became widespread via cable communication, and it can be
implemented that 1oT can be implemented in wired
communication. However, if considered reality, wired
communication can only be achieved in some places [47]. Cable
networks have disadvantages related to mobility issues and
installation costs. Effective, low-cost, simple wireless media will
be applied to 10T [48]. In the world of technology, several
transmission modules and protocols are known, including RFID,
Wi-Fi, Barcode, ZigBee, and Bluetooth.

Radio Frequency Identification Technology (RFID)

RFID uses radio waves to transmit data, utilizing RFID tags
placed on various objects. These RFID tags are of two types:
active tags, equipped with their power source, and passive tags,
which do not require an external power source [49]. RFID
operates in various frequency bands, namely 135 KHz and 5.875
GHz, which include low frequency (LF), high frequency (HF),
ultra-high frequency (UHF), and very high frequency (SHF).
RFID transponders can respond in less than 100 milliseconds,
making this technology suitable for 10T environments [50].

Wi-Fi

Wi-Fi is a wireless networking technology that uses the globally
recognized IEEE 802.11 standard to send and receive data,
signals, and other commands. This technology works in a
frequency range between 2.4 and 60 GHz, with average data
speeds ranging from 1 Mbps to 54 Mbps. The effective range of
Wi-Fi usually reaches around 100 meters, using a point-to-hub
network topology [51]. Wi-Fi has more advantages in adding new
devices than cable media or RFID technology. On a wired
network, each addition of a new device requires additional
physical installation, such as pulling new cables, which can be a
complicated and time-consuming process [52]. In contrast, in a
Wi-Fi network, adding new devices can be done quickly without
additional installation, making it a more practical and efficient
solution. This feature makes Wi-Fi especially suitable for use in
10T, where the ability to add and connect new devices quickly and
efficiently is often required. [53].
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QR Code

A barcode is a machine-readable representation of information
formed from a combination of areas of high and low reflectance
on the surface of an object. This pattern is then converted into a
binary code combining 1 and 0. Barcodes have unique
characteristics in lines (bars) and spaces (spaces), differentiating
them from other identification technologies such as RFID. This
barcode system is often used on goods labels to facilitate
identification and tracking [54]. QR Code is the latest version of
barcode technology that can be identified using a cellphone
camera. The shape resembles a sticker attached to an item, which
differs from RFID, which uses a chip [55]. Additionally, barcodes
have the advantage of lower cost and installation than RFID,
making them a more economical and practical choice for loT
applications. These factors make barcoding a viable solution for
various purposes in 10T applications [56].

Bluetooth

Bluetooth is a wireless technology that is very popular among cell
phone users. This technology operates at the 2.4 GHz frequency
in the ISM (Industrial, Scientific, and Medical) frequency band
[57]. Bluetooth has experienced significant development with the
emergence of more efficient versions, such as Bluetooth Low
Energy (BLE) and Bluetooth Smart [58]. This technology
connects various electronic devices, such as smart watches, cell
phones, earphones, keyboards, mice, printers, cars, and many
other devices. [59]. Bluetooth in various electronic devices allows
connection and interaction between these devices, providing a
crucial role in developing and applying loT technology. With
Bluetooth, devices can communicate with each other efficiently
and wirelessly, supporting broader integration and more
innovative functionality across a wide range of 10T applications
[60].

IMPLEMENTATION OF IOT IN RESIDENTIAL
SECURITY MONITORING SYSTEMS

The development of 10T technology has been widely applied in
everyday life, including home security systems. 10T allows real-
time monitoring of home conditions through various platforms
such as Blynk applications, websites, etc., thereby significantly
increasing home monitoring capabilities and security.

Blynk

After conducting an in-depth literature review regarding using
Blynk in residential security systems, it can be concluded that
Blynk allows users to control and monitor home security systems
remotely via iOS and Android apps. With a customizable
interface, users can manage electronic devices, store sensor data
for real-time monitoring, and use multiple hardware platforms
such as Arduino and Raspberry Pi for broad compatibility. This
enables efficient monitoring and flexible control of home security
wherever the user is located [61].

Additionally, the Blynk platform enables seamless integration
between various sensors such as PZEM-004 T, DHT, Magnetic
Door, RFID, Infrared Motion, Flame, and MQ-135 Gas with
hardware such as Arduino Mega and Raspberry Pi 3 in a smart
home security system. These sensors are connected directly to the
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microcontroller, relaying their data to the Blynk application for
monitoring and control. Users can easily monitor home
conditions and immediately act via smartphone or PC. When a
sensor like the MQ-135 detects gas or smoke, the system will
automatically respond, increasing security inside the home [62].

Blynk implements robust security protocols in home security
systems by providing secure data transmission over the Internet
to micro-controllers, keeping user information confidential
through encrypted cloud server communications. Blynk's
notification system also includes security features to alert about
energy usage and power loss, with customized threshold settings
to minimize unnecessary alerts, increasing security awareness
and promoting energy conservation [63].

Blynk was evaluated in the study for its ability to integrate with
extensive loT networks, improving home security with automatic
water level detection. Through the Blynk application and internet
connection, sensor data can be captured and monitored efficiently
via smartphone without distance constraints. The implementation
of the automatic water tank filling system successfully measured
the water level with high accuracy, with an error rate of around
3%, demonstrating the effectiveness and reliability of this
technology in practical applications [64].

The main challenges in using Blynk in smart home systems
include limited wireless transmission range and high cost. To
address this, research focuses on implementing WiFi-based
systems that are affordable and energy efficient, increasing
accessibility for homeowners. Additionally, the limitation of an
unfriendly user interface is overcome by adopting the well-known
Blynk app with an easy-to-use interface, allowing users to easily
monitor and control devices in a smart home system [65].

Blynk Server

Blynk app Blynk Libraries

Intemet Access of your choice
Ethemet, Wi-Fi, 3G ...

Figure 1. How Blynk Works

These findings highlight several key benefits of using Blynk in
loT-enabled home security systems, including the ability to
control and monitor the system remotely via iOS and Android
apps with customized interfaces. Seamless integration with
various sensors and hardware, such as Arduino and Raspberry Pi,
is also essential, allowing users to monitor home conditions
efficiently and respond to events such as gas or smoke detection
automatically. The study also assessed Blynk's ability to integrate
with broader 10T networks, improving home security through
practical applications such as automatic water level detection. It
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shows that Blynk facilitates effective control of home security
systems and is reliable in integrating various technologies to
improve the overall security and functionality of a smart home.
How Blynk works via the Internet can be seen in Figure 1.

As observed in Figure 1, Blynk operates through the Internet.
This requires the selected hardware to possess Internet
connectivity. Some microcontrollers, such as the Arduino Uno,
require Ethernet or Wi-Fi Shield to communicate, while other
microcontrollers have Internet-enabled, such as ESP8266,
Raspberry Pi with Wi-Fi dongle, Particle Photon or SparkFun
Blynk Board. Even without a shield, connection via USB to a
laptop or desktop is possible [66].

WEB Server

Web servers are crucial infrastructure in 10T systems that enable
efficient data exchange and centralized device management when
implementing home security systems. It can be concluded after
conducting an in-depth literature review regarding using the web
in residential security systems. First, Web applications in smart
home security systems allow owners to access activities and
images from the database remotely and receive live notifications
of intruder alerts via smartphone. In power failure situations, the
system uses the cellular network for communication, allowing
updating and managing the facial database via a web application
on the smartphone. Android app automatically refreshes data
every 15 minutes for effective monitoring and control [67].

Additionally, the web server platform facilitates the integration of
sensors and hardware in a home security system with Raspberry
Pi 2 using Python scripts and the Requests library to monitor
updates in text files. The system also sends a POST request to an
HTTP web server powered by NodeJS and MongoDB to record
door-open events based on date and time. Data can be accessed
via GET requests from the Android app. At the same time, the
Ethernet shield on the Arduino MCU allows communication with
web-based Android apps for remote device management and
scheduling [68].

Protective measures are required to protect user data in a home
security system. The use of robust encryption methods such as
WPA2 (Wi-Fi Protected Access 2) or advanced encryption
techniques is essential to prevent unauthorized access or
interception of data. WPAZ2 protects unauthorized access by
encrypting data sent over a Wi-Fi network so that only devices
with the correct encryption key can access and read that data.
Additionally, dedicated security engines that connect directly to
gateways and routers can manage connections based on IP
addresses and MAC (Media Access Control) addresses for
additional security. Routine security checks by the application
engine can detect unauthorized activity in real-time data
transmission, while placing a firewall between the Internet and
the smart home layer can prevent Internet threats and secure the
system as a whole [69].

This assessment evaluates the capabilities of web servers in
integration with 10T networks to improve home security with a
focus on a Raspberry Pi-based automated service request system.
This system allows sensors processed by the Raspberry Pi to
automatically send service requests to the homeowner or related
parties via a web server or cloud via the Internet when
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abnormalities are detected in the smart home. This approach
enhances overall security measures with rapid response to
situations that require immediate action [70].

Using a web server, a PHP-based web application connected to a
MySQL database via scripts, allows efficient storage of sensor
data and data retrieval. A design that focuses on user-friendliness
and simplicity helps overcome the complexity of users interacting
with web applications. Responsive web pages using the Bootstrap
framework overcome compatibility issues with a seamless
display on mobile and desktop devices. Selecting free
administration templates also speeds up application development,
reducing the time and resources required. Enhanced graphical
data visualization in web applications provides users with deeper
insights and enhanced decision-making capabilities compared to
mobile applications [71].

These findings assess the ability of web servers to integrate with
10T networks to improve home security by summarizing some of
the main benefits of their use in 10T-based home security systems.
This includes the ability to access and manage data remotely via
web and smartphone applications, using technologies such as
Raspberry Pi, Python, NodelS, and MongoDB to integrate
sensors and hardware, as well as implementing security measures
such as WPAZ2 encryption, IP-based connection management, and
MAC, regular security checks, and use of firewalls. This
approach also highlights the web server's ability to support an
automated service request system responsive to emergencies or
events that require immediate action and efficiently manage
sensor data and information visualization for better decision-
making. These findings assess the ability of web servers to
integrate with 10T networks to improve home security by
summarizing some of the main benefits of their use in loT-based
home security systems. This includes the ability to access and
manage data remotely via web and smartphone applications,
using technologies such as Raspberry Pi, Python, NodeJS, and
MongoDB to integrate sensors and hardware, as well as
implementing security measures such as WPA2 encryption, IP-
based connection management, and MAC, regular security
checks, and use of firewalls. This approach also highlights the
web server's ability to support an automated service request
system responsive to emergencies or events that require
immediate action and efficiently manage sensor data and
information visualization for better decision-making.

CONCLUSIONS

From this research, 10T technology in residential home security
monitoring systems provides an effective solution for increasing
energy efficiency and home security. The basic principles of loT
in a smart home include reliable connectivity, device
interoperability, strict security and privacy, and energy
efficiency. Various technologies, such as RFID, Wi-Fi, and
Bluetooth, are used in loT applications to enable effective
wireless data transmission. Implementing 10T in home security
involves using platforms such as Blynk and web servers to
monitor and control home security remotely, focusing on data
protection and system security. The journal also discusses various
research on smart home systems, loT technology, security,
monitoring and control, and other topics such as earthquake
detection, automation, and Internet of Things architecture.
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Overall, 10T in smart home security systems offers the potential
to create a safer, more comfortable, and efficient home
environment.
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